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I. [bookmark: _Toc35625504]Purpose
The standard is worked out in order to regulate information security management in Contact Center sites.
II. [bookmark: _Toc35625505]Scope
All Contact Center Teams & Staff
III. [bookmark: _Toc35625506]Categorization of Contact Center Information
[bookmark: _Toc35625409][bookmark: _Toc35625507]1. Internal Information of Contact Center
1.1   Definition & Categorization of Internal Information

	Information Type
	Definition
	Samples

	Internal Management Rules & Regulations
	Internal service SOP/standard, which is nothing related with customers
	Example: 
Enquiry Handling Standard,  
Complaint Handling Standard, 
Incident Handling Regulations, 
Controversial & Sensitive Information Handling Regulations etc.

	Company Rules & Regulations
	Rules & Regulations set by company to standardize activities of its employees & the brand
	Example: 
Company's structure, dealership mechanism, confidentiality rules & regulations of its products/technology/ information, emplyees' welfare etc.

	Internal commercial information
	Internal tech information & business information which are not disclosed to public
	Example: 
Vendors, dealers, partners, technical patents etc.

	Internal product information
	Key information of products not yet launched, including but not limited to appearance, specifications, features, technologies etc.
	Example:
Product information which has been delivered to contact center for trainings, while hasn't been disclosed to public officially



1.2 Implementation Standard of Internal Information
It is strictly forbidden to disclose any internal information to customers.
1. [bookmark: _Toc35625410][bookmark: _Toc35625508]Personal Information of Contact Center Staff & Behavior Security
1.1 Definition
Personal Information refers to basic information of Contact Center Staff, including but not limited to Full Name, Gender, Age, Identity ID, Phone number, Email address, Location etc. and all actions in the name of OPPO.
1.2  Implementation Standard
Personal Information, except for name applied for providing service, can’t be disclosed to customers. Contact Center Staff are not allowed to save customer’s contact for personal purpose.
Contact Center Staff shall ensure not to mention any internal information to customers, family 
or friends etc.
2. [bookmark: _Toc35625411][bookmark: _Toc35625509]Internal System Operation Security
2.1 Categorization of Internal System

	Information Type
	Details
	Rules & Regulations

	Contact Center call systems
	Call Traffic system
RightNow system
	Refer to Attachment

	CRM systems
	Salesforce, WCSM
	

	Knowledge Base
	Internal Knowledge Base
	




2.2  Information Security of Internal System Application
Refer to Attachment: Contact Center System Security Summary
3 [bookmark: _Toc35625510]Handling Rules for Normal Business Process
1.  Never mention customers’ personal information proactively
Agents can double confirm customers’ personal information with them after they are provided by customers; However, it is not allowed for agents to mention customers’ personal information proactively as per what is recorded on CRM system during service. Customers’ personal information include but not limited to: Name, Model/Serial Number/IMEI of phone, phone number, Email address, IP address etc.
2. Limited digits can be used while confirming information with customer
Agents can confirm personal information with customers by limited digit of the information. 
For example, when agents need double confirm IMEI/Serial number with customer, last 4-digits can be applied; First 3 digits or last 2 digits can be applied for phone number.
3. Password to any customers’ account is not allowed to be collected
It is strictly forbidden to collect customer’s password to any account. If customers request agents to take any action on his account, agents shall decline the request directly.
4. Never disclose Internal Information to customers
Information which shows Internal Use Only shall not be disclosed to customers.
4 Contact Center System Security
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image3.emf
System Name Information Types Information Security Rules

Staff credentials

1.Agents of same region share same accoutn

credentials, however, each agent owns their

own Agent ID with password ser by

themselves;

2. Agents' Agent ID can be

created/edited/removed by HQ only

Customers'

personal information

1. Customers' information, including name,

phone number, email address, social media

ID, are recorded on Salesforce system for

documentation purpose, which can only be

kept for Contact Center usage.

2. When Contact Center is required to

provide any Enquiry related report,

customers' personal information shall be

removed

Customers'

phone information

1. Phone related information, like model,

IMEI, purchase date, is saved on system,

which can be mentioned during service so as

to help customers. Never mention the

information before customers provide it

proactively;

2. When confirming the IMEI with customer,

mention it with last 4 digits

Customers' contact history

1. Can be checked and generated by agent

above positions;

2. Never mention history record with

customer only when customer mentioned

the certain call history proactively

Customers'

enquiry/complaint details

1. Customers' enquiry/complaint details,

handled by agents, can be viewed online by

the agents;

2. Related reports can be viewed and

downloaded by agents' above positions

only and can be shared only with encrption

Repair Order information

1. Contact Center staff can view the repair

orders with IMEI/RO of the region(s) they are

serving;

2. Related reports can be viewed and

downloaded by HQ only

Quality Feedback information

1. SME can submit Quality Feedback on

Salesforce and view the cases submitted by

him

2. Quality Feedback Report can be viewed

and downloaded by HQ only; Encryption is

mandatory while sharing to others, with

customers' information removed

Salesforce/WCSM
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System Name Information Types Information Security Rules

E-warranty information

Agents can check E-warranty information

with IMEI on Salesforce, which can be

disclosed to customers when needed

Salesforce/WCSMPCB & IMEI Query

PCB & IMEI is open to agents to check phone

information internally so as to serve

customers. However, agents are not allowed

to mention the information available under

PCB & IMEI Query to customers.

Staff credentials

Contact Center Staff share several

credentials provided by HQ, which can be

logged in by several staff at same time

Product related

Training Materials, Spec List

etc.

FAQs

Internal Policy/Process

All internal policy/process are not allowed to

be disclosed to custoemrs

Internal

Knowledge Base

1. For products available on market already,

agents can check on

features/specs/knowledge of the product

from Knowledge Base which can be shared

to customers as per request

2. For products not yet launched, agents can

learn the knowledge from Knowledge Base;

However, the information can't be disclosed

to customers
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System Name

Contact Center System Security Summary

Information Types

Information Security Rules

Call Traffic
System

Staff credentials

Customers' phone number

Customers' call history

Call recordings

IVR survey records

Call related reports

1. Each agent hold their own credentials
which can be used by one person at same
time;

2. The system can be logged in only in office
IP range

1. Incoming numbers saved on system which
can be checked and generated by agent
above positions

1. Can be checked and generated by agent
above positions;

2. Never mention history record with
customer only when customer mentioned
the certain cal history proactively

1. Agents can listen to recordings of their
own enquiries online for review purpose

2. Recordings can be downloaded by agent
above positions when requested

1. Agents can check their own IVR survey
records for self-monitor purpose

2. IVR survey records can be downloaded by
agent above positions

All reports can only be viewed and
downloaded by agent above positions and
shared to others with encryption
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RightNow System

Staff credentials

1. Each agent hold their own credentials
which can be used by one person at same
time;

2. Agents' credentails can be
created/edited/removed by HQ only
Customers' names & emails are collected
while accessing to Chat queue.

1. Agents can address customer by the name

Customers' Name & Email adcprovided;

Chat transcript

Phone related information

2. Double confirmation is needed if agents
need send email to customer, with first 3
digits or last 2 digits

Chat Transcript is saved on system, which
can only be provided to customers after
HQ's approval

1. Phone related information, like model,
IMEI, purchase date, is saved on system,
which can be mentioned during service so as|
to help customers. Never mention the
information before customers provide it
proactively;

2. When confirming the IME! with customer,
mention it with last 4 digits





